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A d B The transacation is represented The block is broadcast to
want-1o'send money:o online as a ‘block’ every party in the network
--------- !
1
1
Those in the network approve !
e the transaction is valid '/ <
| e
Ve .} _______________
T — The block then can be added
l e to the chain, which provides e e monoy moves rom Ao,
"~y o an indelible and transparent
= - record of transactions
2l AETY
g == =
£2: Financial Times. In Manual and Andrews 2016
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2. Decentralized: 2= A4 lE0| EE4|2 SAR0| =BS5S
3. Public: EE A2 EHA0| 232 k= 574X QUR|T BE AIRO| B= EMMES = 4+ Us 55
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A2 32| 45 284 27N 31

0|2 279|232 HZ(ONC-HIT: Office of the National Coordinator for Health Information

Techno|ogy)0“}\-| I:H-_H__ |-A|'2 _'__9. EEDHO-” [[|-EDZ{ O|E 7 |§O| A|AE‘|| Al'_Q_ _'__9_A1 Uzl E:LAJ _r||6_|- ?_-l%l‘ @E
WBHHIE: Health Information Exchange)2 FHIFEA, EOF HEST 2= ATVIAC| /S 7Hsdt Mel SF
2 QIES Ao, MA ALY L0 Tt Y Hoto| PtE HH TE Q7 AR Lafol S5t 4t V=

SHA|ZH Q| 7] +F2 ONCO| Q4 Afels %A 2

-
HITO| 45 234 SHS Lo o102 3281 92

ZAZ|2] ok A2, 2= 7|52 ONC-

ONC-HITQ| A& %4 QL AfSHS BHRA|Z|7| Lot 12 FE WSHHERD 224510 S HL7 (Health Level
7)0| H[2r3t FHIR (Fast Healthcare Interoperability Resources) 7t 7+ 'E2] LA US.

0fIZ1CH, Apple2 i0SQ| Health3 HOjIAf ALRALT} AHAQ| 0|7 7|28 ZE 2Ot 2 4 IE% 6}
D2HEE 2lS0IH|, 71201 HL70| ARt CDA(Clinical Document Architecture) @410

HAOIENM ZEHE ASEE & UACLE FHIR EEE 7|BIC = ARBAIS| B 9|57 |5 (Y27 |, %= %%
FE OLYS 7|5, LA 21 S)Z10S7 |8 Ao M HSE=E ot U3,

HIE pain points Blockchain opportunities
® Establishing a trust network depends on the HIE as Disintermediation of trust likely would not require an HIE
& an intermediary to establish point-to-point sharing and operator because all participants would have access to the
“book-keeping” of what data was exchanged. distributed ledger to maintain a secure exchange without
complex brokered trust.
Cost per transaction, given low transaction velumes, Reduced transaction costs due to disintermediation, as well
reduces the business case for central systems or new as near-real time processing, would make the system more
edge networks for participating groups. efficient.
Master Patient Index (MPI) challenges arise from the Distributed framework for patient digital identities,
need to synchronize multiple patient identifiers between which uses private and public identifiers secured through
systems while securing patient privacy. cryptography, creates a singular, more secure method of
protecting patient identity.
Varying data standards reduce intercperability Shared data enables near real-time updates across the
because records are not compatible between systems. network to all parties.
Limited access to population health data, as HIE is Distributed, secure access to patient longitudinal health
one of the few sources of integrated records. data across the distributed ledger.
Inconsistent rules and permissions inhibit the right Smart contracts create a consistent, rule-based method for
health organization from accessing the right patient data accessing patient data that can be permissioned to selected
atthe right time. health organizations.

Z24: Opportunities for Health Care, Deloitte

(323 5] A HIE A0Sl 22A212] 7|5 2

EEA2 7|22 FHIR AIAIE CHAISH [ Che H2A5HHA ONC-HITS| 27 ARRFE SSAIZ RO R 7|tie 4
US. Lol S=40lE BE el 1 2 YEE Aol & 5P7|01| FAEep | W22y, oy

X{O|LE MRI & EHE&F O[0[A] FEE= 2™ 45| 0EL el A ZHE (PII: Personally Identifiable
Information) = S/HAC2 =2&[H 9§, O2fct 2AHES oiiZoty| ol S0l 21Y HEE MEot=
‘On-Chain’ H|0[E{2t B 9| HE4Q1 H|O[E{H]0| A0 A2E HEE o SSAIU0 e P25 ZE=

ArE3te “Off-Chain’ HI0IE & & 7H| R2| Y& H& YAIS AL 7ts. 0= Mayo ClinicOfjAf Eai2d
AIZ0| FHIRY URLZ Profile 2S B 2O 0[2{3H HEAQ| HAIS HOKSH A7} AUS.
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Z4: A Blockchain-Based Approach to Health Information Exchange Networks, Mayo Clinic
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FHIR(Fast Healthcare Interoperability Resources): HL70j|Af 7H&{5t o=
A 012 HTML (HyperText Markup Language)O[2t 22 H =2 11 t:

(E1)ONC 4% 38Hd REUS HHATI= 2EAU 7IE

Today

Cryptocitizen
with blockchain

ONC Achieving
Itneroperability Roadmap

Fragmented Ecosystem

Modular Architecture

Built Upon the Existing Health IT
Infrastructure

Good for One Patient,
Good for Al

Patient-Centricity and Patient
Controlled

One Size Doesn’'t Fit All

Central Ownership

Consumptive collaboration

Empowering Individuals

Leverage Foundational Technology

Legacy Technology Layers Enabling Better Care Leverage the Market
Complex Data Orchestration Immediately Verifiable Data Simplicity
Payer and Provider Controlled Conditional Access to Healthcare Maintain Modularity
Access data
Strained Integration Points, Little | Interoperability for Devices, Records, Consider the Currgnt Environment
. T . and Support Multiple Levels
Device Interop. Labs, Billing - Any Transaction
of Advancement

Aggregate, disparate systems

Verifiable, Immutable authenticity,
open source

Focus on value

CentralAuthority

Distributed Immutability

Protect privacy and security in all
aspects of interoperability

ZX: Co-Creation of Trust for Healthcare: The Crypocitizen Framework for Interoperability with Blockchain
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Oj=9| B2 JHUo = A= (PMI: Precision Medicine Initiative), 2} 2|z & A0t HA-1(PCOR: Patient-
Centered Outcomes Research), 2= &5 284 ZEM (Nationwide Interoperability Roadmap) S0flA
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SEFY N 7RSI, 0= Qlol -9l = Bj0|H 9 Eot Z2A47F HS 2. PHI(Protected Health
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=AU 7[E0| 2RI IO 2 252 YUS.

35| 2Igdt 7HQl AlEHH (PII: Personally Identifiable Information) 7t 22 gi= E4AtATHIESA(DRN:
Distributed Research Network)2| A< 0]0| 3EL|0|E{ 22 (CDM: Common Data Model)O|2f= H|O|E
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Services)7t 20153 4% ZHE3 MACRA(Medicare Access and CHIP Reauthorizatin Act of 2015)0]
MEH UzH| A g YAS Y ASYAH(MIPS: Merit-Based Incentive Payment System)t
CHAIZ A (APM: Alternative Payment Model) Q2 L 2|2t HAS0| MEHSIEZE HIA|. SAS2
20193FE MIPS2tAPM & StLEE AMEHSHO] QIMIE| BLT T ZELE A 2.

Medicare= 1980 S4t 0|5 10,0000{712| #Q|FE7} E3tEl MPFS (Medicare Physician Fee
Schedule) & AF23510{ 2|2 MH|A| LSt 2IEH|E A|Z6IACLE o|=H| 2F S7HE E83{C & He|ot7| 2I6t0]
LIt SGR(Sustainable Growth Rate) 7t 2|2 MH|AS7HISES HIHSHA| Zolf 2JARS0| 71 HAE FE5|
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Medicare: 65A| 0& 22 LY AA2US ZE At
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Mz22 9zH| 50 20f= ¥4 9z 50 27t Tl =M |4 ol T f BLIER S0 s 5017t

HEL|0 D[=0lM TR 4271719 =Y 2 0[80| IH S/t A22 7|HE.

CMS= M22 ARl LA VIesS 283l Aol AL &2, |4 2L, Az 41 27| 84| 5
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ST AEHE RAINZ|7| 2f6i FDAE “Digital Health Innovation Action Plan” (2017.7.28.) 2 4 1g.

L2 A0 71704 CHoflA 7HE HIS (product) 7+ Ot-I2F 7HE 7HAH(developer) O 7|8t 8101 +#A5k=
20| £Q SARRIY|, 4Hok A4 QUS 2= S| A4 (pre-certify) & F0I01L 0I5 27t A|25H TAIE
guﬂm x1| E2 QI5{7t 2tES HAMEALY, ZHASHE Q1517 1k (streamlined premarket review)2 EH=E
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2. dAH|0] 0[] SF A2 A8 Al

Ol AEL|OF ZE2f H|O[E E22|ARR! Guardtime?t KSI(Keyless Signature Infrastructure)& O|-&3f

o
1009120] A2 EE B2l 7142 B3] /3t A7} IO, D]Z HH0t 0l 1IZ 7|52 £A0R
S AR B D 9LS.

A

BLOCKCHAIN'S INTERSECTION

WITH U.S. HEALTHCARE

Docember 17,2015

IBM is a founding member of the

|51/ Watson Health

Mhmsalmmp‘lsmws
r-udwad prizes and were invited

NH NlSI"l hllchrl:hn in mm

January 11, 2017

IBM enters into a two-year
research inltiative with the U.S.  E == ==
Food and Drug Administration =~ —=—==" ==
(FDA) aimed at defining a

and

secure, efficient and scalable
mummum m
blockehain technalogy.

<H\3- blockehain warking group on
.l;_,f,

HYPERLEDGER dive Into the white papers published
PROJECT by the ONC.

May 16, 2017 T==
m I B ===
Caucus hosts first meeting on
. m, ﬁ“acf blockchain technology and the
I' VAN AT F mlmacbrmwm
;;-' . - Gem
address: Identity Management CHAMEER COF ,33' N
S “WDIGITAL 3
Health T, . Expression, Data M COMMENGE ! :-
¥ L Lo X -6@
-L’r--‘:- IBM Report of 200 Health Care Executives Estimates Trailblazers to Have a
Blockchain Adoption in Healthcare by 2017, Mass Adoption between
2018-2020

DIGITALCHAMBER.ORG

&4 : digitalchamber.org

(33 7] 0= EAH| 0L AL S5 28 Atz

® MedRec: 20164 0|= MIT Media Lab2t 0|22t Beth Israel Deaconess Medical Centere
MedRecO|2t= E54Q S Sl &2t 4= 2| =0 EHEF HYEE 73t '8 SY(PoC: Proof of
Concept)S HIAE & ADIE A4S 2[5t 0|C2|8 2540 SSHSS 7|02 LTI, MITRt
HA O|A2tH CiHUA DT ZMIE = 254210 “‘.’_“‘dom NS 28 7t53H EHRA|AEI 7|0fet 4
UASS SQRICP D 2|2 BOME Sol &HS
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Registoar Contract Provider Node @ P
“ohn” | Ethadar | sc TSGR [Resove Addres and SC
“Jane” [ Ethaddr || SC || 1ooiscovery O Ficors- S + sl [mdm][ m ] Post new PPR
'M [ FaﬁsfntA ][ Pra::erl! ][ vans':-rc ] DB Gatekeeper k @

John Eth address e 'ﬂ‘;"'"!ﬂ ) Database on current a.y 2
Comaes ) \ Y, @ ez famem
(praddres ] (s | [ = ][ - ® e
L — Patient A- Provider B | | Patient A - Provider C ereaoefil
Patient Provider Relationshi rorerai p—— ‘<—; S Eheraum Clerk @
----------------- i WL B S
"

% o ©
Osatase -
_ DB: Provider B DB: Provider C A Patient Node 4
Z24: A Case Study for Blockchain in Helathcarein
[12 8,9] MedRec?| ‘ATLE A|9F L2 (2h) ot A A Y AE 2P LZ(R)
® Mediledger Project: LinkLab2Z} Chronicled0il 2|3 10tE 7|=2 Y= L 2 &S Eol{Ofet=

O|9kE 2t ZEst o|AFo| 35Y H2lE 57| ol L E. Mediledger= 25401 7|22 S
2t EPICS(Experimental Physics and Industrial Control System) HA|R|2] HZ2 {ETCEMN
28U 2|H3l5l=0 =25 £. DSCSA(U.S. Drug Supply Chain Security Act)0l| T2t 2023 A7t
S2E XHYYUZT2 S REIIST A|IALE ALESI0] 32YS So 2AE & UALE 2751 YLt
ORI7IA| Zol=l AT LE8A|AEI0| 2120 Mediledger Project= 0]213t 2215 i Z5H7| /5t ALY,

EPICS: DSCSA(U.S. Drug Supply Chain Security Act) 2| 2 AtelS | 21517 | 25l TS0 OH X/ El 9| FES

= = 2{5F A (=
At 2334 9l AAH

fujo

© HealthCoin: 2JAt2t o2 MB|A S5YA7H 28 AR H0|U e S By 20| FESS 0Yst=

=S 2EL I 018 7|Y, 2, o57|2 S 0| 7|2S50| YSE oY o= Ao EA=0]
HOSI=E AYHQ 22 AScte AIZS WSO Y0222 el dss 245t HAE 21

YHIZ 2y ASE.

A9l 75t AR A2 M2

® Robomed Network: Z1F201 9|2 MH|A AZS Q5 MH|A H22I9 3RS ADIEA S
gtz s 24t olg HERI. o|Z by ARA7t OfL{2t ekxf7t Zo) CHalf R|=Z5tA| ste A
HR A|ARCZ UefA US. 2{A|0FR} FHIO[0|M £A[%|0f 2F 9,000FH2| ARt 30,5007 A{H|A,
2840HE ] Al MHA (H2E 4E A= I 2= A|Z0| 2|Z2tH0f CHst 27t 2|2 SAO0IM
2|2 200 7|8t 712 SA22 0[E5t=0 U0 8% £FMHe=2 Y. 0|79 342zEd
=H| X5 #A9] HSHMACRA: Medicare Access and CHIP Reauthorizatin Act of 2015)2
A Y5t AN EFH|Q 7|29 REEYU 2UE 02| ATz 4 Ale S3HE 22| 5HLe.

© BlockMedX: 0|H2|E 2E4Q12 ALE5I0 opioidF ESASHA|(MSH ES2 27| 59 Udt
ok3) £ O|= OfF2(DEA: Drug Enforcement Administration) S4| %S &S QA2 EE
QFALOI| A H&ote MA 2|Z0|ZF S HIPAA(Health Insurance Portability and Accountability
Act) ZE210[AHA T3t end-to-end 22,
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UBHO 2 opioidF % o= fY0ILE +20lM 355t A 22 e YA olF2
AYE|LL o EE K27t AL, °|M7f 295 0| AYUS fI=oh7 7t H1 A=0M = OIS =Y
T s Aot =717t § 01 0§ 90% 04| O|=2I0] opioid H=SE22 Alst= A= &4
ol
MO .

BlockMedX Ol2i3t RAS #2F 4 U2 HOR J|chsni T2 929 XY U B8 23
AzER2 BEA E0jE 4 U2 2Y,

® IBI\/I Watson Health-FDA(U.S Food and Drug Administration): 2HI 7|7], Y|0{21&, A}
2 AMEdl AR 27|12 (Electronic Medical Record, EMR), &4 A&, A& G|O|E

Mo
ro
lo m
pa

o 14 9z
E‘||0| B ZaISH CHfot 2A0(A 8kt CO[ES QRASH| udtehe Hets H7e A&l 27| 4=
ZOF5H 23 AP0 25D QIO 22 HEHZ SIS HO2 oA

® Google Deepmind Health: = NHS(National Health Service)2} i 2401 7|&S A3
SAYEE AAZte R 2AGH= 27|20l Veriable Data Audit(ZH2te] H|0[E{E ii}ﬁm AEL2
J|Z5ts CAE dE) =Y. NHSLO| ez 1 57t 1608 Hoi| s sh= 24t G0 E
AlA|ZIo 2 A5 4 QA =l

rt0|-

© Gem Health: g2 #3t0] O|2A|SAtet SHAt0| A=0| P2 7hsotn] Al & 2t
Cste EAp7IES HSot f% AIS. Gem Healthe S5AQ1E A&SI0] £ AO|Lt
LYol FEOf ot g2 242 IE T U= SRIDAILY F£2 SHEZ ot QU0 AA0f Zofol|2t
HEHLE 254 7Istes AHEetE.

r|r u,
=)
Itl rl-n

O|71CH o= 20} &0t OtL|2t A2 g2, ALE 7|8t 2432t 280t HE OfE2[AH0]d S CHYst
S0l0o|M 2838t 4 Q= 5ol 2LID YA 2SS 2HZ o Gem Health= 0|2 2|5l 0{H C0|E

o
oTT
AYaLh SFH QA HEHIHME Y20 758 GemOSE MESt A HAZ 0|¢2| 22
SHOIH2|A{0f 7[Hte & SSAIYUSE tEe2 AlIHE 2

RSt Bl 29, BH SIAISO| JiRieL RS O 2 FE0) 2 JHs F4E DASO
ol Lte 7feh 2742 HAIZ 2
Holg} 22 59

ZOUEE HHA }
HEToZM M2 2 Af

GemOS2| 7|40l 12 SFAQI0] HZ 0[5 A=
Data, Identify, Network 4| 7He| AZHE=Z 4|0 QL1 H
GemOS O{22A0|M1} H4522S 23 GemOS £ &3}, Q2 MH|A S22}, Q2H| AEFA|7t
AtEot= YBHAQI S8 200N Y2 Tttt ALEL0 ABIS X Zdt= 12,
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Application Layer

Blockchain Application for Viewing EHRs It
Alice’s EHR (June 11, 2016): Emergency Room Visit Notes, Dr. Francis m
Alice’s EHR (June 12, 2016): Emergency Room Test Results, Dr. Francis

Alice’s EHR (June 14, 2016): Emergency Room Notes and Test Results Viewed, Dr. Nguyen

-‘-
=
Emercency Room Emercency Room Notes and Test >
Visist Test Results Results Viewed

RECORD'S HASH DATA SET'S HASH
.| AUTHORIZED USE
AUTHORIZED USERS AHoRzED Useha

USER PERMISSIONS

BLOCKCHAIN

Z24: How Blockchain technology can enhance EHR operability, ARK Invest, Gem

(323 10] 2B HIO|E 42382 213t GemOS A& Yot

Il =250 7120 &g ot .

170 28 g2 21 -
Y2 o2t U oz S B 49| 2= B T2y AEts AlHsks TISHICT 7Is=

—
=AU 7Ie2 il
08 G2 £7H(Ownership) ZAIE o2 & U= 71 Ag2Ql 7|s2 FoiEn

301|/\1 Helof oz

= 2L CIO[E0f CHRt HA| B2, AlL” 4238H
AH0[Lf 22} g3t HlO[E 24 S22 2
2HA+H[0[E{9] 0| 0 BOIA UAE. BI=2| R0 = mRZAT ()
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22012 J0lo) A2 e, o

)

FHYE, o= Ofz7|d Y, A - YAHYE, RUHY
A

GOl =2 OtLet 4025 8 -0|5He| 2 dH S Hele A4 of GIOIE 9]
7|5 MY 780 tieh 273 (Ownership) £ 2O 24 Q10| 1 2| St HEFY 2|20 7|0 +

U7l TR WoloR BRY 22

Motes

* Prow ip is referenced o
+ Ownership s of the physical conveyance for the medical information
+ Ownership is of the information contained i the recond

[Last Updated 082015

ME
NH

MA

CT

Medical Record Ownership Laws
. Hospital and/or physician owns medical record
Patient owns information in medical record

No law identified conferring specific ownership or property right to medical record

(3 1] 0= 22002 e YE 2FH

2. BYHT- YA Z2NA 1

0|=2] % ot 7Lt BAHSH o2 MH|A HZO = Qo MA| QzH82| 5~10%d L7t RFE1=E
OjpE| 1 =0, CMS(Centers for Medicare and Medicaid Services)0i| IH2H 2014 S|A/H =0T
24408 & ArAY| HER 339 Hei7t 3|0 1997H2E AlbE o2 AP| & FE S (HCFAC:
Healthcare Fraud and Abuse Control) T2 124S E5} 2789 2247} 54 Q2.

SEH01 7|8t A O[213t 0|2 HIG BT B AIS HASE 4 Ol HAHO 52448 MDY 202
JlHE. 37 T2 Y % A2 BS (RS ASHBORM S2HOI AAYS HZ0| 2 T
LOMS Q01D B3N Y NEXHO| 22HIR U NS B0l U £80| 2 4 US. 3 22HQIS M2l

o] 0f 2012 2t 7Tl OfoiE-0/27]7| 22

7|8t S| =4 (RCM: Reliability-Centered Maintenance)

(
YBE WG| SIEt B3 AE02 BRE 298,

|_

=522 S7HE & (Open Ledger) 71&S S5l Al EHAI0 CHEr ZAF XS AHE0IH AL Eg,
O|=H| &, Bt A AL | S 0121 ZOF0i|A Of2fot JHIZ YA = /UZ. 212 Gem Health= Capital Onet
S7H| Ol H| ¥Fe| 285 25AH Y VEe = Y.



|EZHHS (social security
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B3 (health insurance numbers)
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5. 740l |2 MK O HLHEO| BE

Protenus Breach Barometer 210 23 O=0i|Af 20163 =0i| 450719| 712 & GIO[E2] {20

UL, O Qs 24 74HTIHO| SERI0)|H| S-S 0[S HIOIH F22 & 43%= LA Qlo Lelion

27%c offF & Y0 S AFA| Ofot SAY. CRIE DAAO] 7|712 70| HHOZ A0 AFE

QIE{YI (IoMT: Internet of Medical Things) EIHtOIAOI AMEO| 45| Z7H=1 UK, A £29| Health IT
Qlmat &1 OFF [Bix 2= 2stote IoMT HEHAIS A #ok= A2 IS 0124 E A2 0|4,

20207K2] 2 MZHO2 200~300% ] I0MT CIBIOIAS0| AR HO2 Of2E|Df 2232l A2
S2MS [OMT ClH0|A AFBO] QIOJA B, THOIYE B3 U QYN FSAIZT SA HOJE| 45
2842 HAGH=F2 4510 B 2102 |hE,

Telstra (MAI01Al & ATIE B), IBM(QIA] ZHE 2 AFZQIEL), Tierion (ML Q27|7| Of2i2)) 9 22
SIAFS0[ 0f2fet A0l 2= 283t US

Y2SHE S -HISH 7| AM|A, 21 S, FL T[] Thet E24019] &7 £42 A0 20 AMz2
Ao REYE ASY + US. SEAY HEHIAN AZ2E 42 WA= 7| (HIZF]) =
SE7|(EW7))E A4 220 EEX|219| O FEIF T2 @I 20| U= IS 8rol2{TH THR17|7F EIEA|
ZQoIEE, sfiFH7t AlE 7hsSt 712 U= Y20 HIoH 254 HEAIN HEE HE ABAISE &
oliZol{0F otz HEAZ 22 sl A2 SHZ 0| Lot ofFek2 A[et4Q. thot SEAU0 HEEH 2= =7 |2
S BAFO| 22 7| WA 22O RS QAIE 4 00 Blo} o] O[22 ZHsH0F B FS0=
YT FO{R} 519226 42 SIS Holof =g 0f213t 2540 7552 B8 BAAP|T ofjel
Sl 2 9I31S WRI5ID S O 2 HEf ORGH R BEZ TN &L,
all H =2 3jlo]jo -
IV sazjo 2250l0] A7) & 38 °
1.58Y=

S Ly A TS PlohM SHAte| Al HIOJE7} QT HR, HIOIE7t e A+ot| Z28
S|HE2 A A1 Az HO|HE AOM 0|2 Qlsf 2Ate| YL/t REE TsdE =5 0
oz7|2S U S| g 7I5S ZOPM S £ UOCH 71 SR, A 2 TS IR

o
= [ [}
HEYES Aot 7 SSHI0[EIZZ (CDM: Common Data Model) 22 #2HA[7 24 L12|5S 4E5t
Li2 ZRHg(2S 2ObA BiAfoh= 4.

Hel Z*EQI E—%HIOIH FAl 2 %* U= HO[E F20| THE 2
[m]

= YA[ol7| et YAO[RIZ KO
GlO[E{o] A2t B2 0| SHE|H SO Hots

2 i =
At éﬂfﬁ ZI'ZOI 01"‘*@" EWOI %'% U2 oz, Y2 Az SHOM BT s 542=2 71y Ho| 2%
CIO[E= 2= 2L 7HRl ARE T2 4 RUs HEUS 7IE22 0 24| 24 =|0RUs TS B
HIO[E{QIH| SSHIO[HZZ (CDM) S 0183 A2 0l=et QFARNE TEAZ 7|02 £50 2H0| U
HRIo| YEE YookE SH M2 Hooh A 2A6H iYL {2 Ags FUY2= AHI ME2R Y2
7121 58S (Homomorphic encryption) S =2IotH 0[2{3H 24| M0| A F&2 5|42 202 7|THE
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UAAE: WA BSOIN BRI BRAT BE S2iY SYHO| 24 T, YOl YA, HA, 012, YAt
£ 0f21 72| B27} QB RSO Lo| 24 TI9I0l BAE B, YAH= UAIBHE FH|E (qubit) 7H 00[BHA
SAI0] 191 HEI2 ZASH YA B, £ YA EOIY UOLE ZAET 4 U U 2, A2 LIZ B2(0|
SAI0 25| 20| 7153 BB 5 KA S4S TR G, BEYY SH0| K2t BA7H 2RSS
1| S0 YIS J|E0| Y, T3t HIZISHY (UNEIZ EIST 4 g S4)02 37 U 2, AL,
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YA AHEO| AYHES 7R 7ML SSH 2= S QRL(Quantum Resistant Ledger), ByteBall S0|

QRLZ AF AFE0| toll £E0| Motz E M| M2 YA = AHE SZ4|2 AAS AFSH=Y|
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Al 7[8to] QAL k4= Bt (provably secure hash-based pseudo random number function)&
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3. BaaS(Blockchain as a Service)

Melanie Swan0| £ ‘Blockchain’ O|2= 20jA 25212 X HAIE 1.0H4, 2.0ct4, 3.0HH S22
T-251 0[2f] 042 7kA| GiAJ0| Q=D YHIHO 2 71 Fe| LR ASTHASHH QI HIET QIS TAITH (24
71£0| ZE 24191 27| ), Smart Contract(ADIE HQf E= 245 A9F) 7|£0] M 2E

o

0|H2|Z (Ethereum)O|Lt SHO[H2| A (Hyperledger) £ 2MtHz 211 QLS. M= Atel ALt SZ4|2
7|50] g2 DRl HAHZ B30 QO A 421 161 7|50 1 Zetof THah §fOlE 4ol= OF2] fl= SEHE.
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Ar3] 2t 2010l LIS SE 401 7|=0] AFRE]7| PIohA = 2MICHRE F2HE A[SHEQI 204 Aot 80| Zm2to(y]

SEAQI0] 2| AFEE Ao o ME|=0, Z2to|8l SEH Q0] Cist 7|=4 O[aHet 7[HF QIZ2f7t 2E5t

9|z 7| HO|Lt HAHOIM BEZ Z2t0[5] S2HQ1S LU0 F=5t= A2 iR 22 AY. o2ist ZAE

S5 | YfSHCHorO 2 222 E HofM Z2t0[8l 22218 71E0F | Hot=S 0|2| 7|2 £28S Malsh =11

SaaS(Software as a Service) HEH 2 UM AFR5H= BaaS(Blockchain as a Service) 7t 3M|CH 22421
7|B51A0| SILtE ZHUHES JHO 2 o AFE!,
n —

Vo AAE D A .

SEAI20] £ Y0l 480 H[BH0| URl= HCLE, EFHQU 7S5 B2 20| 2831 | fleiM= E
71| A12AoH{OF & AFS 0| QUL 71 HEAR! & 7HA|= CIO[H Q| A AR 242 A|A-L 2F YA

1. On-Chain Data, Off-Chain Data
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On chain data Off chain data
Data + Standardized data fields * Expansive medical details
types containing summary (e.g. notes) and abstract data types
information in text form (e.g. MRl images, human genome)

(e.g. age, gender)

Pros + Datais immediately » Storage of any format and size of
visible and ingestible to all data

0 connected organizations,
making blockchain the single
source of truth

Cons + Constrained in the type and + Data is not immediately visible or
size of data that can be stored ingestible, requiring access to each
health care organization's source

system for each record

* Requires Off-Chain micro-services
and additional integration layers

- Potential for information decay on
the blockchain

Z244: Opportunities for Health Care, Deloitte
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HIE (Health Information Exchange)2f DI7EA|2 O|27[H0|A AFESH= HEE 25
AFREH I ETIHOI D2 MAs| MO 2

moLolooz Z23012

rEAZ AL REE
O =2 Atgdh= Z0[ ZQ5HH, 0 112

0|20]= ofid B R SUAME 242101 21- XA ‘On-Chain'2t 7|2 7|2HA| Al AR (Legacy System)O|Lt
DW (Data Warehouse) HIO|E{H|0| A0 ‘Off-Chain” 22 0 HE 7+ HAL|0{0F Sh=A| HESH= 40|
Lot
223012 017 £ M, Y, MHIA XY ST HSHE HO|E| MES 58O 2T 4
2loD2, BEA0I0) X HIo|ES 3719 HAS Holat| Sfst T YUTer B3t 20| of3t
CIO|Ef= 224219 ‘On-Chain’ ZBE A5, X0/Lt MRI 5 TH&Z 0[0j7] ZE= SE2 Qo) 2
o7 |0 7| & CIO|E{H|0] AN &oh= BAI0] R2[ 'On-Chain’ SZA210il 42E Y3 E Falf ‘Off-
Chairy GIOIE{R} PIAAI7|B S2 A0l HIEXTN FBS F2 YONE £ 717 930l YRE & HT 4
U= ZHOIUE.
Doctor Health
Blockchain
\_%7&?"&\_&'\ List of all health
o L
a patient s life.
The type and
location of the data
is included.

MR!

Encrypt and
digitally sign

Bio Blood

sensors pressure

Health information from

Data Lake

0%
G@
050

All health data is
stored in the data
lake. Each blockchain
transaction stores.
the location of the
health data
it references.

Q6

Decrypt and
authenticate
digital
signature

Provider uses
health application
to access health
data

Patient uses mobile
device to assign
access permission to
data and to provide
public key

providers and data from personal Health
devices and sensors Records
Health
Blockchain

L 909¢
2®0
0%

List of all health
records and data
collected throughout
a patient s life.
The type and
location of the data
is included.

Data Lake

All health data is
stored in the data
lake. Each blockchain
transaction stores
the location of the
health data
it references.

Health
Records

Z2: Blockchain for Health Data and Its Potential use in Health IT and Health Care realted Research, Laure A.Linn, Martha B. Koo

[ 14] off-chain GI|0|E{ A2



N

=} =) >
K= ALA H-22t0l8 S 542
=SR2 YO Z2AIA 0 A0{5h= AS0] ESHAMAS =0, W8S 4 Qs TE3 2542, ARdol| et
20| LEOH YRS ABE 4 Ol 7IAAIY SEHO, SiLi0] 23t RS & 4 Q) majoly £2Xf0l0Z
Hst A Ol
=T MO

T HIEAT0 Zofel HAHE & 4 UL, AAR2 A=0[LE 2l 52 SARAR 2% 4+ s HIEF2
HEE SEA(1Q| tHEAQ! 0fS2(7(014. B 0]0] AI2}H0] HSEL &E HHAIS A5 4oz
HEYIE 2Fok= AlZE Z2H0[5] SFAQU02HL . TEE S22 42 e 2o 45 2 52
HA0| TE AL SZHO|L QB[22 Qlol YT 2= AIA- 2F BIEO0| FoLt Z2t0|8l E5A4219 3¢
el 2| S 2 77t oh=Al, 77t Ol ZEMA| B 7HstHA| 52 A0 Holiz= S O 7| A =
7 UACH B9 Az MY S MAE 4 AN S5S M2 YEol= O 2 80| ZA Y=

ZIHOR Def0l8l SRAI2 ALY 24 21 2F HI8E AEsH 4 7|Y W £ AHlehe THEH
MOIOf A ZO{LE= 7H2HE 2840 1 QM5 A2[atlAr & 42 EEEV| 808 MY S5Ae2
MY SR HEE 2411 Zef0l8l 25 AQ10] ZaE YE = HYE FAISU0| A 7S5
HIERT 20| 8O[ot12, HeHBIE0| A2 SA| B0 Heff vt B2 L= 20|

ARl 2Eot o2 4 OS2AH(01A0] 2HE 7HALL U= ‘Gem'2 2=H| £} 2 YL IOl H|gE2
23,7509 S22 GHIEL QUChs B 20E EHZ 9|2HIE Fohs LU EAL, o270
7 = A 5iLte] SZAQIC2 AR Az 241 227t ORI 3% 2ol
A
T

ol

TUQ %, S Q220 LRt Q=8| F-aA & TZF B THSE 0|2 8| - HAF PR Z2A|IAY
713 T2 OHEAR (A}, Q=7 |2, EBALS)7H 0ot QB2 HEH 24015 28l d- aA 712
o

Ciz, S HIS 2 AU BN T4 SSTICE

r

) — L

YR HALEASH, YAFEZH 2| U A0 SZARIC| ARAZE 2 ER UHer ZAAIARQ| 7RIS
ol 4 U= FIYE ASL, B9 LA HHAH (7|2 E &9t M= 224U HERAE
Yo REHS JoA G SAI0| E2tS TS ZotAIZ 4= UC B2 7|2 Y S YE S uFsh= PR Slile
LAY EZ2HRIC| 40| 7k Aoz BY.

LYUL 20N dFE 22l AFAM ES S| 48 S5 LAl 24 2402 Z2f0[Y
SEAIZ 28 £ U

Of2ff H:= CfO[Ef 20 Tidt B2t ATO| FIEES BHS0{ (M) 74| BIEO| B0 E45 7|, 2 HM HIE=
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000 a traditional, centralized database administered by one
entity, likely a provider

ora governmental organization

Patients | Providers = Payers | Regulators | 001 a traditional, centralized database with change tracking
010 a distributed peertopeer encrypted database, perhaps
employing distributed
Costs thir:/tiﬂr/al hash tables with many redundant copies of data
011 adistributed version control system such as Git
100 not considered (as proofofwork does not make much
Financial sense inisolation)

101 a private blockchain with all nodes controlled by a single
entity with

Patient has Easyandfastto |Costsare Ease of enfprcmg proofofvvork required to implement a change

accesstoown | accessrecords? |lower, i.e. requlation, i.e. L . .

complete record? fenerneediess | careisaudiable? | 110 a dlistributed database without change tracking, shared

procedures? among many
stakeholders, and requiring proof of work to implement a
change
Beneits " 1A a blo;kchain with proofofwork, of which we consider two

major variants:

Patient controls
privacy of
record?

Easyandfestio | Costserelower, | Qualftyof carels | fedjerated blockchains with a shared but controlled ownership
modify records? | i.e. disease improved?

prverton, of mining nodes among a set of shareholders, including the
tion, .
complenee: government, providers, payers, and vendors pure,

public blockchains such as the Bitcoin blockchain, with no
centralized or federated control on mining power

The most significant bit represents proofofwork. The middle

bit represents decentralization. The least significant bit
represents change tracking.

Z244: Blockchains and electronic health records, Ben Yuan, Wendy Lin, Colin mcDonnell
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