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9) Ahealthapp developer’s guide to law and policy: a multi-sector policy analysis. BMC Medical Informatics and Decision Making. (2017)

10) Benchmarking government guidance on health apps. www.thelancet.com/digital-health (2019)
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4) European Medical Devices Regulation: MDR (EU) 2017/745 - CE Marking Certification



2l

—

o
rot
ol

il
2016.07 | Code of Conduct on privacy for mHealth apps

Second draft of guidelines_EU guidelines on assessment of the reliability of mobile health

2016.05 .
applications

Staff Working Document on the existing EU legal framework applicable to lifestyle and

2014.04 .
wellbeing apps

2014.04 | Green Paper on mobile health (mHealth)

F=o| A2, National Health Service (NHS)MAM 20174 22121 NHS Apps Library (https://

www.nhs.uk/apps-library/)& 2Z5t0] 285t Q=0 Digital health technology?| 7|52t 24

SE0| T2 IS Sof 320 FM0| BSE HAWS AVt QUCH HAW IfURL= 2}ACEE

3ot 22 FHE A F8t =, 0|2}2| 0|0 Chst 27, YA CFdM HIO|H B3, BoF A4 &

M, doR284, 7|a4 Y IS 43422 SUStH NHS Apps Libraryoi| A|Z0i| Cist
ICY.

NEYES AN =2

- Organisation details - Meets clinical

- Aligns with
I expectations
p.r|or|t'|es . * Information about
« Fits NHS policy your product + Understands
obligations

[ 1] NHS digital assessment2| ZAM 2 C|Z|H device H7t 2t

= — =

(E 2) Digital health technology (DHT)2| 7|52t H £=0 (2 &7 (NHS)

Tier 1: 2224 ol =2 QLA 21X Q1 AHBA} 5 Bl (user benefits) 0| Gi= DHT
Tier 2: AFBAPZF 210 421t AE S Olsfidhs Hl =50 =[R2 5 7HsSH AF8Af o (user benefits) O] §l= DHT

RO ABE 4 1001 2 7H55 ALBAF A (user benefits) O] 2L DHT

Tier 3a: 2 0|2 2! 22|E 2[5t DHT. A
Tier 3b: 2|2 & AT AFB L= EETHOHL|2t 5540 RLIEE = AlMS Soff ot 220 B2 0|3l = =75
1Elol0] 24 755t AR AL of|EH (user benefits) 0] Q= DHT (2l 7|7])
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(& 3) NHS digital assessment H7} Y8 2t Hot U 5&E AR
7ty 2 EH 2 A1
Clinical safety Health and Social Care Act 2012, Clinical risk dard
(QUAFE OFR4A) ealth and Social Care Act , Clinical risk management standards
Data protection )
(EI0[E] 25) UK Data Protection Act 2018
Sze;;r:;ty Web Application Security Project standards
Usability and accessibility Web Content Accessibility Guidelines (WCAG) 2.1
(Aed 2 E2Y) IS0 9241-210:2010
Interoperabili , .
(g@p_g_gg)ty NHS England’s Open API policy

@ ZIIF'.I-AOl

B Z2A [Good practice guidelines on health apps and smart devices]

2, 2016 Public Relations & Information Departmentdi|A 25 "Good practice
guidelines on health apps and smart devices = Het3i=0|, 0] 7}0|E21Q12 |22 0| YA|Z|Z| &2
HOll CHSIO AFZ ARt ZHEEZI0]|H| HAQHO| DHARYE HIT2=M HAWO| LZ|EF =0|10 AES
Z|_| H: Z-\Ig EZ—IOE |:||-E=|E|O'||:_|- Ol 7|- |I:E|-O|0-”k|‘|: cﬂl/\OHOl OIAI-Z-I OlOI O|§2‘|E 7~| g|-Z|-
4, 7d%* Y, HoR8Y, HIBREY, /L 250t AJo|H 2o SO Chal 2| 2S AAlst ACtH
OHO| At22]Q| }_IE 20 T2} Low, Medium’, ‘High'dl| si{ESH= Risk matrixE A&st
Fle|n2 | &H20]| Ci5t0] ‘Desirable’, ‘Recommended, ‘Compulsoryd|| 3iEate= 710|=2219|
a2 Aekst UCh

24 Healthcare professionals
% with their peers (teamwork,
= | networks, etc)
o 7
g Healthcare professionals directly /
D(ﬂ with their patients
; Patients, carers, family, patient
= associations, etc.
= General public
Information, Primary prevention, Secondary and tertiary Analysis of data /
B Low aiticality general advice health promotion, prevention, medical evaluation
manual data entry and tailored support, contributing to: assessment,
[ Medium criticality acquisition without supportive care diagnosis, monitoring
. analysis Therapeutic throughout the care
__ High criticali !
g v patient education (TPE) pathway
Impact on treatment

MAIN INTENDED USE

[3% 2] Good practice guidelines on health apps and smart devices2| risk matrix



STANDARD REQUIRED/CRITICALITY LEVEL

1
“ATEG 1 TIT1 F
SUBCATEGORY . TITLE FOR APPS/SDS
1

Technical design

1
:
1
1 Device configuration and performance .
1
1
! VNN TR
| Software development methodology (L C)) (L C)) m
1 N J A
1
1
: Update tracking i |
1
I VN Vo Vi
Data flow : Interface with electronic patient record*® “(\ [w’;j \ [/‘ \ E/‘-
! B
| Backward compatibility i\ 0 )) s |
N
X v
1
: Data import, export and reversibility @ @ @
| R PN PN
. Data model i\ 0 )) i\ O )} S|
' A4 A4 A4
1
1
1 Data hosting arrangements @
1
1
1
: Data hosting and backup procedure
1
() Desirable Recommended Compulsory

[ 3] Good practice guidelines on health apps and smart devices?| Technical content criteria 0|

B 2|9l [Complete list of recommendations on design, use and assessment of health Apps]

(© AQIO] AL, QHtZA|OF 2|29| Agency of Healthcare Quality0il M HAMS HI5t0 AppSaludable
E10|Z| (http://www.calidadappsalud.com/)2| Health apps catalogueE SaiAM AHAlstLL LS
2012 "Complete list of recommendations on design, use and assessment of health Apps,S
UHSID AAWO[ F40H0F St 471 HR(CAQ! 2 Aoy, 42 S L oY, MH|A 7, ZHRIEE
235 3 HoNo|| CHato] 317 HAAEIS H|AIStD QUCt E35F AppSaludable ZH 0[]0 AM =
7t0|E2f0l8 &4at il S 2 OHH0| Q1Y Tl = HAMO| o] ‘AppSaludable Quality Seal OF3E &=
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Health Apps Catalogue

E Apps with AppSaludable Quality Seal

Ser+ contra COVID

Plataforms
SER Date of obtaining the Quality Seal: 21/04/2020

CONTRA COVID
e

[ Health professionals

Ucippain
}“ Plataforms £
Date of obtaining the Quality Seal: 06/0212020

S
= &

Health professionals

Plataforms ®:

Date of obtaining the Quality Seal- 18/11/2019
= g Patients
-

WR.Wound-Registry

Date of ebtaining the Quality Seal: 24/04/2019

5 General public

ONETOUCH REVEAL

} Plataforms 6
o Date of obtaining the Quality Seal: 07/0212019
1 Patients
AN g Pation

[3% 4] AppSaludable /0| Z|0f| AA|El ‘AppSaludable Quality Seal’ Ot

e-OncoSalud
Plataforms (8
es.gm, Date of abtaining the Quality Seal 04102/2019
= g Pationts
-

=E OH
AN

(= 4) AppSaludable ST|0] 2|2 BAN Z4ALSH

Complete list of recommendations on design, use and assessment of health Apps

Design and appropriateness
(CARIZ AHEY)

« Appropriateness (HZ4)
+ Accessibility (824)
+ Design (CIZ[21)

+ Usability/Testing (\F24/HIAE)

Quality and safety of information
(2 22 2 oK)

+ Suitability for the Audience (CHE X&)
« Transparency (£&4)

« Authorship (X2f#)
+ Information Update/Revisions (H& ¢H|0|E)

+ Content and Information Sources (LH& 2 2 Z3)
+ Risk Management (2|43

)

Provision of services
(M2 12)

+ Technical Support/Inquiries (71&2|9/22])
« E-Commerce (HA}A742H)

+ Bandwidth (}£-82F)

« Advertisement (1)

Confidentiality and privacy
(I 2 2 B

+ Privacy and Data Protection (FHQI4 & 2!
+ Logical Security (HQH7)

HOIH E2)

B =4 Digital Healthcare Act (Digitale-Versorgung-Gesetz)

EOIO”A-I

Ok Digitale-Versorgung-Gesetz - DVG)2

QAP S BLIEE 2 22| 5 HURE| 7|58 of= WAMS 2quist 4~ Q=2
20190f] SZRAZICH'). O] ERHOM= BAYO[ L&A

5l1&dt=

O

2|z0| L2 &8 4 QT2 "Digital Health Applications Ordinance(DiGAV) 0]
HetE HE (Bundesministerium fur Gesundheit: BMG)2t ¢H80|k=0| 27| 7|H1 4 (BfArM)O|AM

C|A|Y sllAQH Z2|21S 2HMG

AIE5t=S ot QU

[=2 7Y5kD 0D, 3 THsE

ot 25| YO SY Al Yol thst g2

o

Bl 2|AE0| Z2t7| sk A=
Wol SN AHHUHE HYYAZTOY= 7| 7| H LY (BT ArI\/I)OHH A ES 30
S240| 2 HH(GKV-Spitzenverband)?| A3

==

o HHSAHS

5) https://www.frontiers.health/german-digital-healthcare-act/

KRIDI
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(# 5) =¥ Digital Health Applications Ordinance (DiGAV) 2| 824

. LR EolE 5 Y
- SHAOI BN YZoH= W U HAO it Malg
- 71530\ T AMBA 213H0I0] S LIRIERIE 25| I3t 27 A%

]
- DAIZ UZ 22019 27 AletE B0t 5 Haoh=s SEA0IT A AZ0|H ArH XU B AE Hat

Requirements &
‘Worth noting

]
&
=
L)
=
>
=

Evidence

[2 6] Requirements for positive impact on healthcare provision registration on BfArM
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0|=0M= 2HIY o= ofZ2(#[0[d &0 w2t FDAS| FAIC 0| El=0, Yol 7|2 oz ZH|XH
SIS0 A 28 =422 HOKE(2| A= Z0i| FDAS| THA|CH4= OfL{CH'®), 0[] 2t Device
Software Functions Including Mobile Medical Applications. Guidance for Industry and Food and
Drug Administration Staff, oA 2|=7|7|2 72| §h= Hoi| Ciet oS AAlStLL 2o, tHEES
MNRISO| AZ&elE 2lol CHR=E ot EAUR EYs| Ja2|E st QA gt TSt FDA=
Yo YEYAMS RASHALL Fefoty| flet ALEQ0| L= Aol ZITH 2|g, 25 oY} 20|
Ol AZEQNE M2 Z TGeneral Wellness: Policy for Low Risk Devices. Guidance for Industry
and Food and Drug Administration Staff /& 24510} QS A|Z0]| CHal &5t Qlct'e

(# 6) 0= FDA B2HIY 2|2 & 0fZ2]7|0] 4 2|
- Class 1. 717|(2) S AOfol7 1Lt 2AHE Q2 7|7| H|O|HE HAS|0], A, 24 L= HE0= |20 2 20t
- Class 2. A AI7H BRI 9277 |2] 7[5 8t FAfRH VIS g S ZAIA S 24 HHHY SSHF0IA AT
Q27172 HAA7|= 2HtE ¢,

= d
- Class 3. 22 EAS 4ot BAPE AT = 2| HIAMYE A5

o
= sl
Cl=EHE Y

0]

2 AL o277 (ATEQ0) 7t

(#7) 0= FDA EH{Y ©|27|7|7} Ofl OfZ2|#|0]42] off

1. L8 WM HM 7150] U= OlF WalbM T |EF T A= 0] MAF AR (0] 1 MR 2, QTIQ =) 0ff M| ASh=
[59] 2HH A
2.2l MH|A A[BAVt o7 ETS ot g T AREOIALE O M0 22 2212 Zeloly| ffeh ZHtd
3. YEHMQI S g5 =40 2 5l YU O 2 AMZE|= FH0f| tiot 22t M2 8O[5HH ob= 2Hi
4. |2 MH|A YO AFPALSSE AO|LE, B H= T [BFAENC| AT, 2=, 2teh off a2 Gl 2HE
5. 2% E= Bt YRRl /T, A&, 2re, off Y 2 Gl B2 e e B8R 2HIE
(& 8) 0|= HHIY AN 2 HE gt
Health Insurance
Portability and Fedtrl FOOd’. DIg), 21st Century Cures Feder'al Trade FTC's Health Breach
Accountability Act et Costinsife i Act (CURES) ST Notification Rule/
4 (FD&CACt)/ (FTCAt)/
o (HIPAA) /
o
Department of Food and Drug Department of Federal Trade Federal Trade

Health & Human = Administration Health & Human Commission (FTC) | Commission (FTC)

Services (DHHS) (FDA) Services (DHHS)
e torier T gtol okt s ol
APPS | eni L oozee  SEEANMN g p02ae T Keie el
E2 M7t CHSH ' E oF 8 o
me e mastdeyble TSR masipil  2aisae
g MHREEEEET onm angy  TEOECAESHO L soemy  quaaaE
7|8)§9|§—7|7|9| 3H$_|:'-Z|
o [}

H2ofM 2H5| B

16) Policy for Device Software Functions and Mobile Medical Applications. Guidance for Industry and Food and Drug Administration
Staff. US FDA(2019)

17)Examples of Mobile Apps That Are NOT Medical Devices. US FDA(2019)
18) General Wellness: Policy for Low Risk Devices : Guidance for Industry and Food and Drug Administration Staff. US FDA(2019)
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Healthy Living Apps guide £H0|Z|(https://www vichealth.vic.gov.au)0f| AHAIGt2
TIofl= Tt QA2 & 2242l MARS (Mobile App Rating Scale, Stoyanov et al. 2015)2
ABACUS(App Behavior Change Scale, McKay et al. 2019)

guideOi A= At} 2ISHA D} AL 2} SIS 15} 7
MBS E HIE =2 4 Q

A2 2A0| cha Al=lgt 4 U= 22
oA QA HHUHA Ty

healthdirect.gov.au)E Eaf

£ &3l 20184 Of

Z3} OISR J[0IN AFBE 4 Y BAYUS
22 B0l £20) © 4 kD TEHE WARS
OIOD:‘ Sl AOHO
M—"1, 2—-d—

= =

£ E251%Ct Healthy Living Apps

tsdS SH2=2 EUI6t A=t tHFZ2| YoilA
o

e FAEH2 =4 A2 2oz BoICt Aot Tt E5t SR0|M=

fol HEE AlBst7| 2lsh HE 712 (Department of Health) 22
k|

=

AOH
—dg

—

= healthdirect (https://www.
SH[0|Z[0f AHlAlsH==2 QUCE.

T &%

|2 2F3t

o
=

(H 9) Mobile App Rating Scale & Mobile App Behavior Change Scale?| H7t24

Mobile App Rating Scale (MARS)

H Engagement (Z0{)

+ Fun, interesting, customisable, interactive (e.g.
sends alerts, messages, reminders, feedback,
enables sharing), well-targeted to audience. (25
points)

B Functionality (71%5)

+ App functioning, easy to learn, navigation, flow
logic, and gestural design of app(20 points)

W Aesthetics (CIAFRI)

+ Graphic design, overall visual appeal, colour
scheme, and stylistic consistency (15 points)

H Information (&)

+ Contains high quality information (e.g. text,
feedback, measures, references) from a credible
source. Select N/A if the app component is
irrelevant. (35 points)

A2 DRE D)

(AL ey B

m Overall (

+ (334 045) Would you recommend this app to
people who might benefit from it?

+ (AR 012) How many times do you think you
would use this app in the next 12 months if it was
relevant to you?

+ (AZ2JAh) Would you pay for this app?

+ (MY 2EEL) What is your overall star rating of
the app?

App Behavior Change Scale (ABACUS)

® Knowledge and information (R[A12} Z &)
+ Customize and personalize features

+ Consistent with national guidelines or created with
expertise

+ Baseline information
+ Instruction on how to perform the behavior

+ Information about the consequences of continuing
and/or discontinuing behavior

B Goals and planning (Z& % #|2))

+ Willingness for behavior change

+ Goal setting

+ Review goals, update, and change when necessary

B Feedback and monitoring (Z| =8 /ZL|E{Z)

+ Understand the difference between current action
and future goals

« Self-monitor behavior

+ Share behaviors with others and/or allow for social
comparison

+ User feedback (in person or automatically)
+ Exportdata

+ Material or social reward or incentive

« General encouragement

M Actions (R371Y)

+ Reminders and/or prompts or cues for activity

+ Encourage positive habit formation

+ Practice or rehearsal, in addition to daily activities
+ Opportunity to plan for barriers

+ Restructuring the physical or social environment
« Distraction or avoidance
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B 52 E [Health Navigator app library]

SRIRHEO] AL 2017H Ministry of HealthOflA ‘Guidance on evaluating or developing a health
appE Yo, AN A 2| Z QI AH|ZAIZ [0t 710|=9t JHHAIZ

healthnavigator.com)

cf0[=212(0f AAlS

D27{L} WS AFRE 1 OFA A Hot
2SI 20, M2 BAUS
o

e

St=2 225t Ut

225t 710[=2121S A5t U

—

(E10) 23 Health Navigator2| &

—

L JAIAOHS
_ =2—da
I

T35
S iddots YHO| ot Y=ot 2
LSt WHEAE SS flet 710I=2tel S Thfet OfatzA R0l A

2 E5f AH|2}Q} QlALO| go"y.” 20| AEFY 2 1}9_|, OA|74 Fal S B3
A|Ast=s 2S0i2l 28ty 40| ¥ AFSh=A], et & 4~ UES CYs HEIPH HE
t Health NavigatorOf| A=

rot
o
=

AOH T J10| S0l 22

2
>

2
3

=
- (22101 AHIR O

il
Ho

+ (AH[Z}710|E) Consumer guide: How to choose a health app
QI¥E HS L HOFJI0|E) Security and privacy of health apps

f0] =) Cybersecurity - keeping yourself safe online

. (=01 AAM MEHT10|E) Clinician's guide: how to choose a health app
o (HABTHTZL =) App evaluation models and assessment tools
[5t 701 =) Guidance for app developers

(B11) 270 BAY 2lo|Hefe| 2F 31920

Health Apps Library'?

(UK)

(Australia)

Health and wellbeing apps””’

Health navigator *'

(New Zealand)

) Health apps catalogue??’
(Spain)

NHS Apps Library

9I3t 7t0|=2 &

)
)
)
)

9) https://www.nhs.uk/apps-library/
0) https://www.healthdirect.gov.au/health-and-wellbeing-apps
1)https://www.healthnavigator.org.nz/apps/a/app-library/

2) http://www.calidadappsalud.com/distintivo/catalogue
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Usable & accessible
Desirable to use
EU guidelines on Credible
Transparent
—— assessment of the European :
[ | 2016 B . L Reliable
reliability of mobile Commission .
o Technically stable
health applications
Safe
Effective
Private & secure
Effectiveness
Clinical safety
o Guidance Criteria for National vaa;y
3= 2017 healthappassessment 4 oo i SECUMtY
2 Usability and accessibility
Interoperability
Technical stability
. Informing use
.Sol(.)d practr;ce ith Public relations | Health content
YA guidelines on healt & information  Technical content
o 2016 apps and smart . o
i nc29) department | Security/Reliability
devices I
Usability/use
Complete “St.Of Andalusian Design and appropriateness
recommendations ; .
. i Agencyfor  Quality and Safety of Information
A|Ql 2012 ondesign, use and . .
Healthcare Provision of Services
assessment of health ) T .
26) Quality Confidentiality and privacy
Apps
The Victorian | Ease of use
- Health Reliability
52 2015 Thf Hia 'tuhigé'z‘%”g Promotion | Quality
PPsg Foundation | Scope of information
(VicHealth) Aesthetics
Section 1: Guidance for clinicians and
consumers
- clinicians if consumers ask about the
effectiveness of a health app or if you wish
Guidance on Ministry of to recommend an app to them
FAME 2017 evaluating or Healrtyh - consumers wondering how to select an

developing a health
app®

appropriate app to improve your health or
wellbeing.

Section 2: Guidance for app developers

- key points to consider before deciding
to develop a new health app.

2 3)https://ec.europa.eu/digital-single-market/en/news/report-working-group-mhealth-assessment-70| E22ls

2 4)https:/ fwww.gov.uk/government/publications/health-app-assessment-criteria/criteria-for-health-app-assessment

2 5)https://www.has-sante.fr/jcms/c_2681915/en/good-practice-7}0|E2tls-on-health-apps-and-smart-devices-mobile-
health-or-mhealth

2 6)http://www.calidadappsalud.com/en/listado-completo-recomendaciones-app-salud/

2 7)https:/ /www.vichealth.vic.gov.au/media-and-resources/vichealth-apps

2 8)https:/ /www.health.govt.nz/system/files/documents/pages/guidance-evaluating-developing-health-app-oct17-v2.pdf
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